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Agenda

Gitlab Ci/CD overview
Our automation environment

Pipeline guided tour

U O O O

Summary — Lessons learned
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General

* Complete
DevOps platform

* Basic structure is
already knitted
differently than
classic DevOps
Tools

* DevOps principle
of visibility of
work and
progress

5 ace.oracle.com
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Gitlab Ci/CD

Architecture &

Maintenance

Gitlab server + Gitlab
runners

Self-Managed Gitlab vs
Gitlab as a Service

Only ready-made
integrations

Security Vulnerabilities
via patching without
downtime on pipelines

Expandability Pipelines
e .gitlab-ci.yml file for
* JIRA integration constructing
pipelines

* Seucrity scanner

* Use container to run
the jobs in pipelines

* Not everything is .
for scalability

configurable and
extensible like in
Jenkins. Good
portability as it is
similar everywhere

Oracle ACE
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Our Technology Stack — Oracle automation

HashiCorp

Vault

I\

\ ]
=mim| (u nexus TEDDSITDFy
Acropolis

Software for builds
Secrets

Build and manage )
software

— A GitLab — splunk>

Collect event,

@
ANSIBLE UseAnsible artificats 0 glt artificats for analytics
(playbooks, roles)

Q Oracle ACE
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Pipeline and Runners .
ipeline
ﬁ (.gitlab-ci.yml)

Sequenhal

Stage 1 Stage 2 Stage N
¥ AU
y Y
Job 1.1 W Job 1.2 Job 2.1 0000 Job N.1

Parallel
' Runner (Gitlab
 Runneragent)
[ Executor: Docker M
\J Docker Engine Loy
Log / Artificats / Status
(back to Gitlab)
Runner Image ‘ =‘ Container

Oracle ACE
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Our Gitlab Runner images

General-purpose, Ansible playbook
databases/databases-runner-images:2.14.8 execution, gather information from
target servers (test/control flow)

é Validation (static + dynamic), Linting,

.m caas-runner-images/itsm-integration-runner:1.0.2 CMDB maintenance

automated-testing/testcore-linux-image:BSE_1.1 Unit & Integration tests

Oracle ACE
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Managing Material with Git — Primer (l)

Remote repository
(upstream)

git push

git commit

)l

Local repository

git add

—~

Y

Staging area

—

Y

Working tree

|

=

Remote repository
(upstream)

|

—

Local repository

git commit -a

|

Staging area

Working tree

|

9 ace.oracle.com
Confidential — Oracle Internal

git pull
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Managing Material with Git — Primer (ll)

feature/a branch

o—
-i

Resolve
conflicts

main

®

commit hash

82a59f93

e91c50ab

761ea91

e018c8d9

Merge Request

10 ace.oracle.com
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commit message

Adding feature

Updating
dependencies

Merging feature/a
into main

Oracle ACE
Pro



Al in Gitlab

| am GitLab Duo Chat, your personal Al-

11 ace.oracle.com
Confidential — Oracle Internal

powered assistant.

How can | help you today?

Features
» Code generation
» Tests generation
» Code refactoring
» Chat
» Agent mode (in beta)

» Integration with Self-hosted LLM models

Oracle ACE
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Don’t assume everything is in the toolbox already

Advanced search is enabled. View syntax oplions.

Q item o
Group i . I
Showing 4 code results for itsa in master - of databases [ oracle [ bundia | jenking-oracle-deployment
bundle -
Project apidjenkins/jenkins-oracle-deployment.Jenkinsfile gy
jenkins-oracle-deployment - 19 ¢i_Sys_Id = =~
20 original_fail_error_message = <
21 itssChange=""
<k Code - 22 incidentID="=
¥ Issues 3 23 switch (usage) {
IV Merge requests 3
README.md
@ wiki 0
LI s=5oftware/Franework/Code repositoryss | s«Version/Descriptionss |
< Commits 4 T |zessssmsssssssssssss s s EE N IS IEEEEEEEEE tresssssssssssssanssanann H |
@y Comments & 55 | https://eode.roche.com/databases/itsa/itsm-snow-db-1ib.git | 1.8.0 |
< Milestones 0
8y Users o
gitlab-cl.yml [fy
Language - :
) Rece nt Markdown 2 - cA3ys_1s:
LB original_fail_error_message:
Groovy ! itsmChange:

”
F t YAML 1 &1 incidentID: '
eature 2 svccess_emsil_notification: I

CHAMNGELOG.md [y

- Add support for Oracle PSU 19.27
44 HER Fixed
- Fixed validation check_business_service function by upgrade itsa runner images to version 1.8.2
- Fixed isswve with not needed check size_db if action is createdb
#5¢ Changed

Oracle ACE
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Our Automation - summary

gm—
supporting roles

A ansible-ro le-db-getserver-ci

A ansible-role-oracle-acl

A ansible-role-oracle-apex-add-workspace

Ansible roles (63 roles) —=<

ansible-role-oracle-db-deco ansible-role-oracle-cohesity-backu
A ibl le le-db-d A ibl le le hesity-backup
ansible-role-oracle_db_create ansible-role-oracle-autopsu-a
A ible-role le_db t A ible-role le-autopsu-apply
leading roles
— A ansible-role-oracle-db-clone-pit A ansible-role-oracle_soft_clone

A ansible-role-oracle-db-standby

A ansible-playbook-db-clone-pit A ansible-playbook_oracle_db_deco

A ansible-playbook_oracle_db_deco_auto

Ansible orchestration (20 pipelines/playbooks) A asiepiaybock-oracte.do-autopsy

Regression tests (1 multipipeline pipeline) A ansible-playbook_oracle_db_standby A  ansible-playbook_oracle_soft install

Oracle ACE
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Example - Oracle IaaS Offering

Overview

INFRASTRUCTURE as a Service (laaS)

Intended
Use

Advanced Business Requirements
Sandpit, Dev, Test, Production

What you Get

Oracle Instance

e Self-provision

e Gitlab platform used

e Self-managed operations

* Integrated with company core systems
(SNOW, Cohesity, LogicMonitor)

* Oracle Cloud Control for management

Highlights

Oracle ACE
14 Pro



Oracle IaaS Deployment

Provisioning
What we provide?

v’ ServiceNow CMDB updated with new Configuration Item and all upstream and
downstream relations

v’ Validation of input parameters (static & dynamic)

v Backup automatically added for database (Cohesity/NAS) with proper retentions

v ITIL procedures automatically handled (Change Requests + Incidents)

v Email communication for deployment

v Automatic test cases performed during deployment

v’ Integration with RDBI management system

v’ Triggered by Automation Form or curl command (CLI mode)

v’ Integration with Mercury API for cli mode

v’ Integration with monitoring system - LogicMonitor

Oracle ACE
15 ace.oracle.com Pro



Pipeline
Actions
prepare

Configure OS settings for Oracle
database

Create required file systems for
Oracle database — datafiles and fra
area

Create oracle user with required
profile

Prepare environment for using
automation Ansible playbooks and
roles

Best practice: do not create
prerequisities manually. It could
ends with situation when
automatic tests fails and automatic
cannot be used for some steps

16 ace.oracle.com

installsw

Install Oracle Software with desired
version

Best practice: avoid install Oracle
Software with running database on
servers. Timeout for operation is very
likely.

full

= prepare + installsw + full

createdb

Create and configure new
database

Create new database
listener on dedicated port
Create dedicated database
profiles (password
verification function and
aging policies)

Configure Cohesity/NAS
backups with retention
policies

Best Practices: Capacity is
controlled. When limit is
reached for #databases
new will not be created

Oracle ACE
Pro



Validation

Environment
Preparation

Legend

Technical step
Tests/Validation

Communication
J Service Now
ITIL operations

17 ace.oracle.com

Oracle Deployment Pipeline Diagram

Oracle
Software
Installation

Store Event
in Splunk

Create Incident
(optional)

Test Oracle
Software
Installation

Oracle
Database
Creation

- f

Create Change
Request

Create/Update
Cl
Test Oracle
Database Test Cl
Creation

Create/Update

upstream
relation

H

Communicate
Deployment
Success

L

Create/Update
downstream
relation

Oracle ACE
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Oracle Deployment Pipeline Executions

Status Pipeline Created by Stages Actions
Passed Oracle deployment Service Activities Py o
o & 00000 > >0 & v
& 001712 #45532023 = 1.3.12 © 4ffBacab L 4
8 4 hours ago trigger token  latest tag
® Passed Oracle deployment Service Activities 1@; 00000 » » » »® 1o~
& 02:40:05 #45528192 = 1.3.12 o 4fflacab his 44 =
&1 3 hours ago trigger token latest tag
© Failed Oracle deployment Service Activities T ©00>>»00000 ~ v o
S, =
@ 00:11:50 #45415536 ¥ for_test_run - f9907F97 L o
B 1day ago i

latest  branch

Oracle ACE
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49

Oracle Deployment Pipeline - Analytics

Commit statistics for master Feb 28 - Feb 20

Excluding merge commits. Limited to 2,000 commits.
master -
jenkins-oracle-deployment

« Total: 602 commits
« Average per day: 0.8 commits
« Authors: 7

Commits per day of month

120
100
80

&0

No. of commits

ace.oracle.com

Gt_J;_-_IZ__'_ t___
i 4 7 11 12 13 14 15

- U _m_
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Day of month
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24
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26
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23

L
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Gitlab Pipelines — code tour

“ JENKINS-ORACLE-DEPLOYMENT R R AR aRa R iananiaiyd DEFAULT KEYWORDS MR R e g i e wan A A g g i i g vl
% ansible default:

image: registry|.com/datab databases-runner-images:2.14.!

tags:

» apdjenkins
+ meta

* requUIrements

gitignore
gitlab-a.ym|
CHANGELOG.md
README.md

requiremernts.yim

Default Runner image for
stages/jobs in Pipeline

Oracle ACE
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Gitlab Pipelines — code tour

oracle_environment_preparat ion
ST_environmenct_preparat ion

software_install

-.
=3

1]
i O 1 & |

+ D 02

ra

=
5]

l_'|._| |'E:

r+

C— Pipeline stages

b (D

uk]
+

Oracle ACE
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Gitlab Pipelines — code tour

test_environment_preparation:
stage: test_environment_preparation
image: registry.com/calm/avtomated-testing/testcore-linux-image:BSE_1.1
script:
set -x
echo "$server ansible_ssh_private_key_file=id_rsa ansible_user=oracle ansible_ssh_extra_args='-o0 StrictHostKeyChecking=no'" >> inventory
echo "$idatahase keyl" > _/id rsa
chmod 408 ./id_rsa

pytest --hosts=$server force-ansible --hostss= ible://all ansible-inventory=inventory color=yes -v -W ignore::pytest.PytestExperimentalApiWarning --db_name %db_name
toctorp=4§7
allure generate tests/reports
echo error_env_preparation=$error_env_preparation >> build.env
echo Ts_extended=%fs_extended >> build.env
echo linux_env_preparation=$1linux_env_preparation => build.env
if [ $error_env_preparation == "true" ] || [ $fs_extended == "true" ] || [ $linux_env_preparation == "true" ] || [ $testsrc -gt @ ]; then
exit 1

fi
rules:
oo
Iartifacts:
when: always
paths:
- tests/reports
- allure-report
reports:
junit: tests/reports/*.xml

< mftmren st L Lo

dependencies:
- "launch_oracle_environment_preparation'
- 'Validate'

when: always

allow_failure: true

Test preparation stage (server + configuration)

Oracle ACE

ace.oracle.com Pro




Gitlab Pipelines — code tour

import pytest

Epytest.mark.parametrize(
"sysctl_key,expected,os8_valid,os?_wvalid",
I

"fg.file-max", "6815744", "true", "true"],

"kernel.sem", "300\t128808%\t208\t8192", "true", "true"),
"kernel.shmmni", "408%94", "true", "truee"),

"kernel.msgmni", f "true", "troe"),

"kernel.msgmax"™, "81F "true", "troe"),

"kernel.msgmnb", " : "troe", "true"),
"kernel.sched_min_granularity_ns", "10088008", "true", "false"),
"wernel.sched_wakeup_granularity_ns", "15080088", "true", "false"),
net.core.rmem_default”, "262144", “true", "true®
net.core.rmem_max", "4194384", "true", "true"),
net.core.wmem_default®”, "2&62144", "true", "true
net.core.wmem_max", "1084857&6", "true"™, "true"),
fs.aio-max-nr", "3145728", "true", "true
net.ipv4.ip_local_port_range", "¥008%\t&5508", "true", "true’
vm.swappiness", "8", "true", "true"),
vm.dirty_writeback_centisecs", "186", "truve", "true"
vm.dirty_expire_centisecs", "588", "true", "true"),
vm.dirty_background_ratio", "3", "true", "true"
vm.dirty “15", "true", "true"),

r
I

r

)
Epytest.mark.test_prepare('test_environment_preparation')
def test_kernel_parameters(host, stage, os_version, record_xml_attribute, sysctl_key, expected, os8_wvalid, os?_valid):

-1 |

Example preparation stage test

Oracle ACE

ace.oracle.com Pro




Gitlab Pipelines — code tour

dpytest.mark.test_prepare('test_environment_preparation')
def test_kernel_parameters(host, stage, os_version, record_xml_attribute, sysctl_key, expected, os8_valid, os?_wvalid):

record_xml_attribute("classname", stage)
record_xml_attribute("name”, "regBB7-kernel-parameters")

# evaluate if check should be run

if os_version == "B" and os8_valid == "truve":
run_test = True

elif os_wversion == "9" and osY_valid == "true":
run_test = True

# test kernel parameters
if run_test:
cmd = f'sysctl -a 2>/dev/null grep "{sysctl_key} ='
res_cmd = host.run{cmd)
assert res_cmd.succeeded == True
assert res_cmd.stdout.strip() == expected
else:
pytest.skip/()

Example preparation stage test

Oracle ACE

ace.oracle.com Pro




Tests — Gitlab Ul

Test report for every pipeline run.

Oracle deployment Service Activities

-'__ snow_token created pipeline for commit #feéfisd [\ 4 days ago, finished 4 days ago
For 1.3.5

-m @ 017 jobs (:nj 66 minutes 16 seconds, queued for 2 seconds

Pipeline Jobs i)  Tests )

Summary

Otests 100% success rate

Jobs

Duration Passad
Test Oracle Software Installation
Test Oracle Database Creation

TestCl

Oracle ACE
Pro




Gitlab Pipelines — code tour

fCdds A

[ -

REL_TYPE: %{cmdb_relation_impactservice}
SNOW_BUSINESS_SERVICE_CLASS_NAME: "cmdb
SHOW_BUSINESS_SERVICE: S{business_servic

rules -

. |
L
[ ng

. |
-

Update Relations in CMDB (Snow) using SNOW
library

26 ace.oracle.com
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Oracle Database creation

= WA
m
+ M
~= =
= = M

Hr s
I O =
k]

W
ot ot

=l

4]

{ ora_dbname }}admln
{ ora_dbname }}admln

iguration false

AsContainerDatabase

ryAreaDestination

reryAreaSize {{ fra_mb ]
eatelistener LISTEMER {{ ora_

true
~-totalMemory {{ _ j3 \
-dbOptions OMS:false,] IWER : tal ATIAL: = , IMEDTA:false ,ORACLE TEXT:false,CWMLITE:false,SAMPLE SCHEMA
-sampleSchema false \
~databaseType MULTIPURPOSE

~initParams db_create file dest=/var/optforacle/{{ ora_dbname }}/

Oracle ACE
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Example rollback scenario

ayuiEL..ura

create file with the software installation outcome

"{{ playbook_dir }}/oracle_soft_install_{{ version }}.out"

ULLY INSTALLED

ORACLE DATAE

skip ##

Oracle ACE
Pro
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Tests (1)

Test Cases

Pytest library

req001

req002

req003

test_deploy.py

test_qualifiedcheckbox.py

test_backup_retention.py

Check Oracle Software /
Oracle database have
installed/created
successfully

Test if Qualified checkbox
is checked in SNOW for
new database Cl

Test if backup retention
for database has been set
correctly

Oracle Software Installed

Qualified checkbox
checked in Configuration
[tem in Servicenow

Backup retention is
correct (prd — 21 days,
nonprd — 14 days)

Oracle ACE
Pro
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Tests (1)

Pipeline Stages and Tests

Pipeline Stage Fired test(s) Not-fired test(s)

Test Oracle Software test_deploy.py test_qualifiedcheckbox.py
Installation test_backup_retention.py
Test Oracle test_deploy.py test_qualifiedcheckbox.py
Database test_backup_retention.py
Creation
Test Cl test_qualifiedcheckbox.py test_deploy.py

test_backup_retention.py

Oracle ACE

ace.oracle.com Pro



Validation

business_service Is not empty string
If not called by Web Form then check if exists in ServiceNow

server Is not empty string
If not called by Web Form then check if exists in ServiceNow

db_name Is not empty string
Database name has maximum 8 characters

size_db Is not empty string
Is integer number

level support Is not empty string
If not called by Web Form then if has value in set (‘Production’, ‘Test’,
‘Development’, ‘Sandpit’)

version Is not empty string
If not called by iCare Form then if value in in supported version:
12.2 18.318.618.8 18.12 18.13 18.14 19.14 19.1519.17 19.18 19.19
19.20 19.21 19.22 19.23 19.24 19.26

Oracle ACE
31 Pro



32

Web Form for Deployment (l)

laaS Oracle New Database Internal

ORACLE

0 Tomsar Dim

ace.oracle.com

o frareg [rampreees farage

DESCRIFTION

EvEcute = deployment Lasks

PHERRCUNSITES

PROCESS

Sarvica Book Inlormanon Reee

(uantity

Add o Cari

Oracle ACE
Pro



Automation via API

Pre-checks

curl -u USER:PASS -H 'Content-Type: application/json’
https://mercury.com/v1l/form/oracle _deployment_operation/version/1/validate --data

{"mail_address":,tomasz.ziss@example.com","userid":, tziss","request_id":"RITMIACAPI","ci_name":,PRD@host.com","
ora_check":"Y","operational_test":"N","oracle_version":"19.26","email_notification": "No"}'

Submit

curl -u USER:PASS -H 'Content-Type: application/json'

https://mercury.com/vl/form/oracle_deployment_operation/version/1/submit --data

{"version":"19.26","server":,,example.com","action":"installsw","mail_address":,,tomasz.ziss@example.com
":"RITMORAPRE","userid":" tziss"}'

,'request_id

Oracle ACE
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Automatic Regression tests (l)

w 0000 » » » » 0

0000 » » » » 0

Tests Sets Build dynamically pipeline o
(Multipipeline defintion) (multiple stages) for each Pipelines for each TestSet
Test Set

Dynamic child pipeline generation (YAML)

Oracle ACE
Pro
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Automatic Regression tests (ll)

Setl,databases/oracle/bundle/jenkins-oracle-deployment,for_run,server:'servera.example.com',db_name:'TSNOP',size_db:'58',version:'19.29"',
mail_address:'tomasz.ziss@example.com',action:'full'
Setl,databases/oracle/orchestrate/ansible-playbook_oracle_db_manage,for_run,operation:'USER',userid:'zisst',ci_name:'TSNOP@servera.example.

te
com',mail_address:'tomasz.ziss@example.com',schemas:'ZISST'
Setl,databases/oracle/orchestrate/ansible-playbook_oracle_db_deco,for_run,ci_name:'TSNOP@servera.example.com',mail_address:'tomasz.
ziss@example.com’

stages: [stage_B, stage_ 1, stage 2]
stage_@:
stage: stage_©
trigger:
project: databases/oracle/bundle/jenkins-oracle-deployment
branch: for_run
strategy: depend
variables:
server: 'serverf.example.com®
db_name: 'TSNOP®
size db: '5@°
version: '19.29°
I"E‘ad_CS"-,-" mail_address: 'tomasz.ziss@example.com'
action: "full’
stage_1:
stage: stage_1
trigger:
project: databases/oracle/orchestrate/ansible-playbook_oracle_db_manage
branch: for_run
strategy: depend
variables:
operation: 'USER®
userid: "zisst®
- pipeline_setl.‘-,--‘ml ci_name: 'T5NOP@serverA.example.com’
mail_address: ‘tomasz.ziss@example.com'
schemas: "ZISST'
stage_2:
stage: stage_2
trigger:
project: databases/oracle/orchestrate/ansible-playbook_oracle_db_deco
branch: for_run
strategy: depend

registry.example.com/databases/databases-runner-images:2.14.8

- pip install pandas

- python scripts/generateSetl.py

variables:
ci_name: ‘tomasz.zissf@example.com’
mail_address: ‘tomasz.ziss@example.com' Oracle ACE
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Automatic Regression tests (lll)

Downstream
read_csv —— runsetl —— finalize
runsetl Downstream

read_csv i runsetl final_step T Oracia D .
’ (1) Oracle Decomission

" Operational Activity

Oracle Manage
Operational Activities

Oracle deployment
Service Activities

Oracle ACE
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Example Oracle Instance (Cl) in SNOW

Oracle Instance y = 0
TEMPG tom %
Neme TEMP{ Owning Service  Oracle DB Service |
Operational status  Operational Ifrastructure suppart level  Gold
[mironment  Dovelopment MadelID | Unknewn |
Cualified
Dascription
Configuration | Oracle Instance | Relations | Asset
Related ltems
Downstream relationships Upstream relationships
¥ = TEMPa v = TEMP&
¥ .’-‘ [Runs on fob [Impacts service
Oracle ACE
ace.oracle.com Pro
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Example Change Request in SNOW

Chanes Beausgl
View: SOW-Change-Overview

Manage Attachments (1) 1] log_filebd [view]

MNenw - Arnes

Mumber

Rexquested by

Categoey

Service

Service offering

Confipuration item

Priocity

Risk

Imnpact

Short description

Deseription

ace.oracle.com

Authorize -

Tomass Ziss
Installation

Oracle DE Service

TEMIPG

4= Low

Moderate

3-Low

Authorize Imglementation

Thils change ks to dooument a Oracle Deployment. Oracle new DB creation was successful

Diracles DR Deploymant: DR Namé: TEMP Sarver -
Gitlab Url: hitps

pipeline_paramoters:
plavbaok=oracke db_create
msil_sddress=tomasrrissgE
db_name=TEMP
F e ol
version=19.22
request_id=RITMPS990%9
buiiness_serviges

Mlobs/$2179653

¢ ¥ =
Implament -~ Reéview
Approval | Nol Yel Reguested
Type  Automated
State  Closed
Conflict status Mo Conflict

Conlict st run

Assignment group

Assigned to

OF/042025 11:57:36

L | Diiscuss

Follow

Conflict Calendar

m Cam“

u

Oracle ACE
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Example Incident in SNOW

Number

Caller

Affected user
Additional contact
Service offering
Service

Business criticality
Category
Subcategory
Configuration item
Short description

Description

INC144657674

Oracle DB - Bronze
Oracle DB Service
Critical
Infrastructure

Other

Oracle Deployment Pipeline failed.

0]
208

B0

Incident created on Oracle deployment pipeline failure. Contact

State
Contact type
Impact
Urgency
Priority

Assignment group

Assigned to

Master Incident

or more information Request RITM5303881

3-Low
3-Low

5 - Planning

39 ace.oracle.com
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Lessons Learnt

Ensure pipeline with default parameters works correctly and perform enough tests as part of it.

Remember that writing pipeline is not classic programming. Do not assume every programming tricks/techniques
work exactly the same with as in programming language. Check code frequently.

Design you artificats flow between stage in pipelines. If stage has more than 10 inputs from other stages it could
be unstable

Review your rollback and job retry strategy

Gitlab — there is so many diffirent configurations (plugins/extentsions) across enterprises. Think portability and
stability.

Gitlab executor — are you big enough to use Kubernetes Executor?

Use automatic test regression and TDD techniques — DevOps helps to perform a lot of automation executions.

Q Oracle ACE
ace.oracle.com Pro
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