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Oracle Al
Database 26al

What about the Security
Features in 26ai?

Introduction

SQL Firewall

Authentication

Authorization

Auditing

Encryption

Further Innovations

Conclusion
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Maximal Database Security Architecture

What's new in Oracle Al Database 26ai?
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Maximal Database Security Architecture
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In a Nutshell

New Security Features in Oracle Al Database 26ai on th fey the project is
neaxly done, we should do

o security audit to...

For the security \
we said we'd hire

Exploring New Frontiers iyl
A SQL Firewall: A Major Leap in Database Security

Doing the Housework

< . . Hold on, that's not the priority,
A Adapting to new standards for enhanced security | Let's get the project started firs,
. - we'll see about that later...

A Incremental upgrades in auth, audit, and encryption

( Too late mon, we don't have Y
N the time or tne budget for that J

DOWN! THE SITE IS DOWN!
WE VE BEEN HACKED!

he site’s been online for 10 days, l
1 and we haven't done any security

Saying Farewell to Familiar Features testing, I'm newous...
A Deprecation of Enterprise User Security (EUS) II s

A Desupportof Traditional Auditing
A Desupportof Case Insensitive Passwords

Don't worry, we'll
take care of it later...

Areas of Continued Development
A Oracle Al Database specific features!? | ) CommitStip.com
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The Security Challenges of a Database
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Memory
Access

A Access Bypas$Jnpatched or misconfigured database vulnerabilities.
A Privilege AbuseExploiting application vulnerabilities for higher access.
A Sensitive Data Searchn unprotected systems and databases.

A Credential Theft Via phishing, social engineering, or malware.
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A System BridgingUsing less secure systems to target secure ones.

A Password ExploitationGuessing or poor management.
A SQL InjectionManipulating user input to exploit applications.
A Rogue Accountg-or reconnaissance and access escalation.

A Non-Production Data RisksTargeting less secure dev/test
environments.

A Unencrypted Data Exposuréccessing or stealing files
from disk or backups.
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SQL Injection

Exploits of a Mom

HI, THIS 15

YOUR. SON'S SCHOOL.
WE'RE HAVING SOME
COMPUTER TROUBLE.

\%W

xkcd https://xkcd.com/327

>

OH, DEAR - DID HE
BREAK SOMETHING?

IN HWHY /

S

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students; - 7

~ OH.YES. UITTLE
ROBBY TARLES,
WE CALL HIM.

WELL WEVE LOST THIS

YEAR'S STUDENT RECORDS.
T HOPE YPURE HAPPY.

{

AND I HOPE
~~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.



https://xkcd.com/327

But we already have it, don't we?

Some kind of SQL firewall functionality

Oracle Audit Vault and Database Firewall A Dedicated Product for central Audit Management and
Reporting

Appliomce

Clients and

Clients - A Two main Features
pelications

A Audit Vault Serveto control, manage, report

A Database Firewallo monitors data access, enforces
access policies

A Support awide rangeof targets / databases

deeierce A Oracle Al Database
J Aucit Vault I | . )
% — Server ! : A Microsoft SQL Server
serty | = T | (@ =T A MySQL, PostgreSQL, MongoDB, IBM DB2
Reports Montering | | o | | —— ' A Able tolog andblock database activities

A Dedicatelnfrastructure
A Requires corresponding system architecture

> Copyright © 2026 Accenture. All rights reserved. 13



SQL Firewall Overview

What exactly is it about?

Authorized

b PRt /
- (K i :
f’:j»ﬁ»_'./;‘: 5 | i |

Regular sQL

Processing |

|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|

Direct User
A Blocks unauthorized SQL and preventing

SQL injection and access anomalies Application

sQL :
RealTimeProtection g Commords _ |

CustomizableAllow-Lists P | X Grostbrenias = f[jil :
= s olation :
A Create specific SQL permissions for each user, T )

with logging of unusual activities
Connectionand StatementControl
A Managesllowed SQlstatementsandconnectionpaths, e.g. IP addresses, context etc.
Integratedinto Oracle Al Database
A Ensures inspection of all SQL activities, including encrypted and network SQL
Flexible PolicyApplication
A Tailored policies for different database accounts, enhancing gradual security improvement

> Copyright © 2026 Accenture. All rights reserved. 14



Navigating SQL Firewa]lProcesses

Understanding the Mechanics and Strategies for Optimal Deployment

LearningStage ProtectingStage
A Capturethe user's SQL activities A Enablethe allowlist
A Reviewthe capture A Monitor violations SQL Firewall raises violation for any

A Generatean allowlist unexpected access patterns.

Cap‘tur‘e_ SQL Generate
Ac‘t?v?‘ct/ Review Allow-List

|
|
I
|
|
|
|
!
|
|
|
I
I
|
|
|
|
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Navigating SQL FirewallUsage

CLI or GUI you choose...

SQL Interfacdor the brave DBA
A System PrivilegADMINISTER SQL FIREWALL
A Predefined Roles

A SQL_FIREWALL ADMIN

A SQL_FIREWALL_VIEWER

Security center

A Data Dictionary Views Saieny

A Violation LodoBA SQL FIREWALL_VIOLATIONS
A CaptureLogDBA_SQL_FIREWALL_CAPTURE_LOGS [wr |
A A couple mor®BA SQL_FIREWALL_%

A Several base table in SYSAUX i.e.
FW_CAPTURES, FW_ALLOW LISTS$,
VI OLATI ON_LOGS, e

>

Data Safe » Security center » SQL Firewall

Oracle Data Safen Oracle Cloud
A Manage multiple SQL Firewalls centrally
A Comprehensive view of SQL Firewall violations

SQL Firewall in Compartment

SQL Firewall provides real-time protection against common database attacks by restricting database access to only authorized SQL statements/connections.
SQL Firewall protection is available for Oracle Database 23c and above.

SQL Firewall violations Last 1 week  SQL Firewall enforcement mode SQL collections

25K

2K
B A8 |z el es a0 tiot
SQL VIOLATION W BLOCK: 2 OBSERVE: 1 W COMPLETED: 4 DELETED: 1
Target summary Violation summary
SQL Firewall status
Target database Collecting (7) Blocked (7)
HRApps @ Enabled - 2

Copyright © 2026 Accenture. All rights reserved. 16



SQL Firewal Quick start

Short Journey through the SQL Firewall Configuration

A Connect as user witBQL_FIREWALL_ADMINrole
A Enable SQL Firewall

EXEC DBMS_SQL_FIREWALL.ENABLE;

A Check the status of the SQL Firewall
SELECT * FROM dba_sql _firewall status :

STATUS STATUS_UPDATED_ON EXCLUDE_JOBS

ENABLED 21.11.23 06:30:01.430118000 +01:00 Y

> Copyright © 2026 Accenture. All rights reserved. 17



SQL Firewal Quick start

Short Journey through the SQL Firewall Configuration

A Enable a capture for the user SCOTT

BEGIN
DBMS SQL FIREWALL.CREATE_CAPTURE (
username =>'SCOTT,
top_level only => TRUE,
start_capture => TRUE);
END;
/

A Verify what SCOTT is doing

SELECT sql text FROMdba sqgl firewall capture logs

WHERE username ='SCOTT";

>

Copyright © 2026 Accenture. All rights reserved.
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SQL Firewal Quick start

Short Journey through the SQL Firewall Configuration

A Disable capture for user SCOTT
EXEC DBMS_SQL FIREWALL.STOP_CAPTURE ('SCOTTY;

A Generate an allovlist for user SCOTT
EXEC DBMS_SQL FIREWALL.GENERATE_ALLOW_LIST ('SCOTT?);

A Query the allowed activity for user SCOTT
ADBA SQL FIREWALL _ALLOWED IP_ADDR

ADBA_ SQL_FIREWALL ALLOWED OS_PROG
ADBA_SQL_FIREWALL_ALLOWED OS_USER
ADBA_SQL_FIREWALL_ALLOWED_ SQL

> Copyright © 2026 Accenture. All rights reserved. 19



SQL Firewal Quick start

Short Journey through the SQL Firewall Configuration

A Customize the allovist e.g.DBMS_SQL_FIREWALL.ADD ALLOWED CONTEXTd
DBMS SQL FIREWALL.DELETE_ALLOWED CONTEXT

A Enable the allowist usingDBMS_SQL_FIREWALL.ENABLE_ALLOW LIST

BEGIN
DBMS SQL FIREWALL.ENABLE_ALLOW LIST (
username =>'SCOTT",
enforce =>DBMS_SQL FIREWALL.ENFORCE_SQL,
block => TRUE);
END:;

/

Ve ~ o Ve ~ hod

A{ 0F NI KIFIgAYy3 Fdzy 6A0K (0KS LINPGSOGSR 5FdaFol asx
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SQL Firewal Quick start

Short Journey through the SQL Firewall Configuration

A Limited availability of SCOTT

SQL> SELECT ename,sal FROMscott.emp WHEREename='SCOTT,
SELECT ename,sal FROMscott.emp WHEREename='SCOTT"
*
ERROR at line 1:
ORA 47605: SQL Firewall violation

A Chooses wisely what and when to capture application activity

Copyright © 2026 Accenture. All rights reserved.
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Beyond the BasicsSQL Firewall Insights

Key Considerations and Advanced Knowledge

Smooth integration with other Oracle products
A Multitenant Environmentboth the CDB root and the individual PDB levels are affected
A Oracle Centrally Managed Use@sl LJ0 dzZNB 3If 20+ f dzaSNXQa | OGAGBAGASaA
A Oracle Schedulgobs are excluded by default
A Oracle Database Vauttot verified
A Oracle Data Pumgxport and Import supports different use cases
A Export and import SQL Firewall captures and alists metadata e. JNCLUDE=SQL_FIREWALL

A Consider Procedurd8BMS_SQL FIREWALL.EXPORT ALLOW_LIS®r
DBMS_SQL FIREWALL.IMPORT ALLOW_LISTo transfer allowlist

> Copyright © 2026 Accenture. All rights reserved. 22
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Authentication

No breaking news, just continuous improvement

A IncreasedMlaximum Password Length
A Passwords now can have up to 1024 bytes used to be 30 bytes

A Desupportof Case Insensitive Passwords i.e. legacy 10g Password hash
A A Problem when a user only has a 10g password hash

SELECT username FROM dba_users WHERE ( password_versions ='10G ' OR
password_versions ='10G HTTP ")

AND username <> 'ANONYMOUS";

A Clean up and adjuftassword Policiese.gscriptsutipwdmg.sql andcatpvf.sql

A The Profileora_stig_profilhas now a password lifetime of 35days
A Old verify function have been removed evgrify function_11@ndverify function

: Copyright © 2026 Accenture. All rights reserved. 24



Authentication

No breaking news, just continuous improvement

A UpdatedKerberosLibraryandImprovements
A KERBEROS5 CC_NAME supports multiple principals and stores in encrypted format
A It provides crosslomain support for accessing resources in other domains.
A It supports Windows Credential Guard
A Kerberos on Database can search for the KERBEROS5 CC_PRINCIPAL
A Theokinit, oklist, andokdstryutilities work with encrypted cache

A RADIUS onfiguration Enhancement
A Supports for Requests for Comments (RFC) 6613 and 6614 guidelines

> Copyright © 2026 Accenture. All rights reserved. 25



Deprecation ofmkstore

Useorapkisecurestordor Secure External Password Store

A mkstore utility deprecated
A Previously used to mana@ecure External Password Store (SEPS)

A SEPS functionalitgmains unchanged
A Credential management now handled dwapki securestore
A Aligns wallet and credential management wilinacle PKI tools

Copyright © 2026 Accenture. All rights reserved. 26



Frommkstore to orapki securestore

Modern credential management for SEPS

A Previous approach

mkstore -wrl $TNS_ ADMIN/wallet
mkstore -wrl $TNS_ ADMIN/wallet
mkstore -wrl  $TNS_ ADMIN/wallet

A Recommended approach

orapki  wallet create
orapki  secretstore

- pwd LAB42SOUG- connect_string
- password manager

orapki  secretstore
LAB42SOUG

>

list_credentials

- Create
- createCredential
- listCredential

- wallet $TNS_ADMIN/wallet
create_credential

LABPDB1 soug_test manager

- pwd LAB42SOUG- auto_login

- wallet $TNS_ADMIN/wallet \

LABPDB1 - username soug_test

- wallet $TNS ADMIN/wallet

- pwd

Copyright © 2026 Accenture. All rights reserved.
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Deprecation Enterprise User Security (EUS)
LG A& OGAYS G2 areé 3I22Ro0éX

A Enterprise User Security (EUS) has been deprecated
A No hurry, it will not be removed immediately
A Consider next upgrade wisely
A Along thismkstoreis deprecated as well
A mkstorefunctionality has been added wmrapki

Alternatives?

A OracleCentrally Managed UseiCMU)
AX R2S8a y20 NBIdANB |y |-Rmij)\*2
AX SyloftSa GKS [ RYAYAAUNYGAZY 27
AX R2S&a y2i NBI|dzZANBE |y I-RR)\u)\zylf“WF“)\
AX {dzLILI2 NI SR 2yfté o6& hNYOtS 9y iSNLINAA

éNewMicrosoft Azure Active Directory Usefer Oracle Databases
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Multl -Factor Authentication for Oracle Database

Stronger authentication for database access

A NativeMulti-Factor Authentication (MFA3upport
A Integrates withOCI Identity Domains (IAM)
A Adds asecond authentication factoto database login
A Does work for Cloud and geremises databases as of Oracle Database 19.28 (July 2025)
A SupportsTOTP authenticatoapps. Ok the Oracle Authentication App
A Protectsprivileged and administrative database accounts
A Still have a few limitations:
A Cannot be combined with CMU
A Admin connections using external password file
A Role passwords

> Copyright © 2026 Accenture. All rights reserved. 29



Database Login with MFA

Authentication flow with OCI Identity Domains

A User connects to the database client (SQL*F3@¥, ¢ltools)
A Database redirects authentication @CI Identity Domain

A ldentity Domain validatepassword
A MFA challenge is triggered

A User confirmMFA request

A Database session is established

®)

4

Authenticator

App

Login Successfull @

<

MFA Approvea‘ @

@Log‘m Request

DB User

enter username and
password as usual

-

(2)MFA Request

Oracle AT Database 26ai
Oracle Database 19¢

(

Oracle Cloud IAM

IAM
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Example Configuration

Oracle Database MFA i
Application &

Enabllng MFA authentlcatlon for a database user DLails OAu;hconfigurati oooooo jerpolicy  Consentinformation  Users  Groups  Tags
Application information

A User mapped to OCI IAM identity e —————

A Authentication managed by Identity Domain e ‘

A MFA policy configured in IAM

A Database trusts IAM authentication

ALTER SYSTEM SET MFA OMA IAM_DOMAIN_URL ='nttps:// idcs ...oraclecloud.com’;

ALTER SYSTEM SET MFA_SMTP_HOST ='smtp.email.eu - zurich -
1.oci.oraclecloud.com';

ALTER SYSTEM SET MFA_SMTP_PORT =587,
ALTER SYSTEM SET MFA_SENDER_EMAIL_ID ="labdb.cdbfree @oradba.ch Y
ALTER SYSTEM SET MFA_SENDER_EMAIL_DISPLAYNAME = 'LAB DB Admin’;

> Copyright © 2026 Accenture. All rights reserved.
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Demo: Database Login with MFA

Authenticating with password and verification code

A Connect to the database client

A Enter database password

A MFA challenge appears

A Confirm the Login Request in Authenticator App
A Database session is established

A A few notes:
A New column MFA idba_users

A NewUSERENVariable
MULTIFACTOR_AUTHENTICATION_METHODS

A Configuration based on DB, PDB Level => highly
flexible
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