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The Oracle ACE Program
400+ technical experts helping peers globally

Å The Oracle ACE Program recognizes and rewards community members for their technical 
and community contributions to the Oracle community

Å 3 membership levels: Director, Pro, and Associate

Å Nominate yourself or a colleague at ace.oracle.com/nominate

Å Learn more at ace.oracle.com

@oracleaceFacebook.com/OracleACEsaceprogram_ww@oracle.com Oracle ACE Program Group
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Stefan Oehrli ς Modern Data Platforms

Tech Architecture Manager
ωSince 1997 active in various IT areas

ωMore than 25 years of experience in Oracle databases

ωFocus: Protecting data and operating databases securely

ςSecurity assessments and reviews 

ςDatabase security concepts and their implementation

ςOracle Backup & Recovery concepts and troubleshooting

ςhǊŀŎƭŜ 9ƴǘŜǊǇǊƛǎŜ ¦ǎŜǊ ŀƴŘ !ŘǾŀƴŎŜŘ {ŜŎǳǊƛǘȅΣ 5. ±ŀǳƭǘΣ Χ

ςOracle Directory Services

ωCo-author of the book The Oracle DBA (Hanser, 2016/07)

ω 

stefan.oehrli@accenture.com

oradba.ch @stefanoehrli.bsky.social
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Introduction

1
What about the 
Security Features in 
26ai?
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Maximal Database Security Architecture

What's new in Oracle AI Database 26ai?
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Maximal Database Security Architecture

What's new in Oracle AI Database 26ai?
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In a Nutshell

Exploring New Frontiers

ÁSQL Firewall: A Major Leap in Database Security

Doing the Housework

ÁAdapting to new standards for enhanced security

ÁIncremental upgrades in auth, audit, and encryption

Saying Farewell to Familiar Features

ÁDeprecation of Enterprise User Security (EUS)

ÁDesupport of Traditional Auditing

ÁDesupport of Case Insensitive Passwords

Areas of Continued Development

ÁOracle AI Database specific features!?

New Security Features in Oracle AI Database 26ai on the Horizon

9



SQL Firewall

2
The latest Security 
Achievement
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The Security Challenges of a Database

ÁAccess Bypass: Unpatched or misconfigured database vulnerabilities.

ÁPrivilege Abuse: Exploiting application vulnerabilities for higher access.

ÁSensitive Data Search: In unprotected systems and databases.

ÁCredential Theft: Via phishing, social engineering, or malware.

ÁSystem Bridging: Using less secure systems to target secure ones.

ÁPassword Exploitation: Guessing or poor management.

ÁSQL Injection: Manipulating user input to exploit applications.

ÁRogue Accounts: For reconnaissance and access escalation.

ÁNon-Production Data Risks: Targeting less secure dev/test
environments.

ÁUnencrypted Data Exposure: Accessing or stealing files
from disk or backups.

¢ƘŜ ŘƛǊǘȅ ŘƻȊŜƴΧ
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SQL Injection

Exploits of a Mom
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xkcd: https://xkcd.com/327

https://xkcd.com/327


But we already have it, don't we?

ÁDedicated Product for central Audit Management and 
Reporting

ÁTwo main Features

ÁAudit Vault Server to control, manage, report

ÁDatabase Firewall to monitors data access, enforces 
access policies

ÁSupport a wide range of targets / databases

ÁOracle AI Database

ÁMicrosoft SQL Server

ÁMySQL, PostgreSQL, MongoDB, IBM DB2

ÁAble to log and block database activities

ÁDedicate Infrastructure

ÁRequires corresponding system architecture

Some kind of SQL firewall functionality
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Oracle Audit Vault and Database Firewall



SQL Firewall Overview

Real-Time Protection

ÁBlocks unauthorized SQL and preventing 
SQL injection and access anomalies

Customizable Allow-Lists

ÁCreate specific SQL permissions for each user,
with logging of unusual activities

Connection and Statement Control

ÁManages allowed SQL statements and connection paths, e.g. IP addresses, context etc.

Integrated into Oracle AI Database

ÁEnsures inspection of all SQL activities, including encrypted and network SQL

Flexible Policy Application

ÁTailored policies for different database accounts, enhancing gradual security improvement

What exactly is it about?
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Navigating SQL Firewall ς Processes

Learning Stage

ÁCapture the user's SQL activities

ÁReview the capture

ÁGenerate an allow-list

Protecting Stage

ÁEnable the allow-list

ÁMonitor violations SQL Firewall raises violation for any 
unexpected access patterns.

Understanding the Mechanics and Strategies for Optimal Deployment
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Navigating SQL Firewall - Usage

SQL Interface for the brave DBA

ÁSystem Privilege ADMINISTER SQL FIREWALL

ÁPredefined Roles

ÁSQL_FIREWALL_ADMIN

ÁSQL_FIREWALL_VIEWER

ÁData Dictionary Views

ÁViolation Log DBA_SQL_FIREWALL_VIOLATIONS

ÁCapture Log DBA_SQL_FIREWALL_CAPTURE_LOGS

ÁA couple more DBA_SQL_FIREWALL_%

ÁSeveral base table in SYSAUX i.e. 
FW_CAPTURE$, FW_ALLOW_LIST$, 

VIOLATION_LOG$, é

Oracle Data Safe on Oracle Cloud

ÁManage multiple SQL Firewalls centrally

ÁComprehensive view of SQL Firewall violations

CLI or GUI you choose...
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SQL Firewall - Quick start

ÁConnect as user with SQL_FIREWALL_ADMIN role

ÁEnable SQL Firewall

Short Journey through the SQL Firewall Configuration
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ÁCheck the status of the SQL Firewall

EXEC DBMS_SQL_FIREWALL.ENABLE;

SELECT * FROM dba_sql_firewall_status ;

STATUS   STATUS_UPDATED_ON                  EXCLUDE_JOBS

--------  ----------------------------------  ------------

ENABLED  21.11.23 06:30:01.430118000 +01:00 Y 



SQL Firewall - Quick start

ÁEnable a capture for the user SCOTT

Short Journey through the SQL Firewall Configuration
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ÁVerify what SCOTT is doing

BEGIN

  DBMS_SQL_FIREWALL.CREATE_CAPTURE (

    username         => 'SCOTT',

    top_level_only    => TRUE,

    start_capture     => TRUE);

END;

/

SELECT sql_text  FROM dba_sql_firewall_capture_logs

WHERE username = 'SCOTT';



SQL Firewall - Quick start

ÁDisable capture for user SCOTT

Short Journey through the SQL Firewall Configuration
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ÁGenerate an allow-list for user SCOTT

EXEC DBMS_SQL_FIREWALL.STOP_CAPTURE ('SCOTT');

EXEC DBMS_SQL_FIREWALL.GENERATE_ALLOW_LIST ('SCOTT');

ÁQuery the allowed activity for user SCOTT

ÁDBA_SQL_FIREWALL_ALLOWED_IP_ADDR

ÁDBA_SQL_FIREWALL_ALLOWED_OS_PROG

ÁDBA_SQL_FIREWALL_ALLOWED_OS_USER

ÁDBA_SQL_FIREWALL_ALLOWED_SQL



SQL Firewall - Quick start

ÁCustomize the allow-list e.g. DBMS_SQL_FIREWALL.ADD_ALLOWED_CONTEXT and 
DBMS_SQL_FIREWALL.DELETE_ALLOWED_CONTEXT

ÁEnable the allow-list using DBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST

Short Journey through the SQL Firewall Configuration
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Á{ǘŀǊǘ ƘŀǾƛƴƎ Ŧǳƴ ǿƛǘƘ ǘƘŜ ǇǊƻǘŜŎǘŜŘ 5ŀǘŀōŀǎŜΧ

BEGIN

  DBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST (

    username       => 'SCOTT',

    enforce        => DBMS_SQL_FIREWALL.ENFORCE_SQL,

    block          => TRUE);

END;

/



SQL Firewall - Quick start

ÁLimited availability of SCOTT

Short Journey through the SQL Firewall Configuration
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SQL> SELECT ename,sal  FROM scott.emp   WHERE ename='SCOTT';

SELECT ename,sal  FROM scott.emp   WHERE ename='SCOTT'

                            *

ERROR at line 1:

ORA- 47605: SQL Firewall violation

ÁChooses wisely what and when to capture application activity



Smooth integration with other Oracle products

ÁMultitenant Environment both the CDB root and the individual PDB levels are affected

ÁOracle Centrally Managed Users ŎŀǇǘǳǊŜ Ǝƭƻōŀƭ ǳǎŜǊΩǎ ŀŎǘƛǾƛǘƛŜǎ ƛǎ ǎǳǇǇƻǊǘŜŘ

ÁOracle Scheduler jobs are excluded by default

ÁOracle Database Vault not verified

ÁOracle Data Pump Export and Import supports different use cases

ÁExport and import SQL Firewall captures and allow-lists metadata e.g. INCLUDE=SQL_FIREWALL

ÁConsider Procedures DBMS_SQL_FIREWALL.EXPORT_ALLOW_LIST or 
DBMS_SQL_FIREWALL.IMPORT_ALLOW_LIST to transfer allow-list

Beyond the Basics - SQL Firewall Insights

Key Considerations and Advanced Knowledge
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Authentication

3
The "Who's Who" in the 
database
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Authentication

ÁIncreased Maximum Password Length

ÁPasswords now can have up to 1024 bytes used to be 30 bytes

ÁDesupport of Case Insensitive Passwords i.e. legacy 10g Password hash

ÁA Problem when a user only has a 10g password hash

No breaking news, just continuous improvement

SELECT username FROM dba_users  WHERE ( password_versions  = '10G ' OR 

password_versions  = '10G HTTP ' )

  AND username <> 'ANONYMOUS';

ÁClean up and adjust Password Policies i.e.g scripts utlpwdmg.sql  and catpvf.sql

ÁThe Profile ora_stig_profile has now a password lifetime of 35days

ÁOld verify function have been removed e.g. verify_function_11G and verify_function
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ÁUpdated Kerberos Library and Improvements

ÁKERBEROS5_CC_NAME supports multiple principals and stores in encrypted format 

ÁIt provides cross-domain support for accessing resources in other domains.

ÁIt supports Windows Credential Guard

ÁKerberos on Database can search for the KERBEROS5_CC_PRINCIPAL 

ÁThe okinit, oklist, and okdstry utilities work with encrypted cache

ÁRADIUS Configuration Enhancement

ÁSupports for Requests for Comments (RFC) 6613 and 6614 guidelines

Authentication

No breaking news, just continuous improvement
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Deprecation of mkstore

Ámkstore  utility deprecated

ÁPreviously used to manage Secure External Password Store (SEPS)

ÁSEPS functionality remains unchanged

ÁCredential management now handled by orapki securestore

ÁAligns wallet and credential management with Oracle PKI tools

Use orapki securestore for Secure External Password Store

26



From mkstore to orapki securestore

ÁPrevious approach

Modern credential management for SEPS
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mkstore  - wrl  $TNS_ADMIN/wallet - create

mkstore  - wrl  $TNS_ADMIN/wallet - createCredential  LABPDB1 soug_test  manager

mkstore  - wrl  $TNS_ADMIN/wallet - listCredential

ÁRecommended approach

orapki  wallet create - wallet $TNS_ADMIN/wallet - pwd LAB42SOUG - auto_login

orapki  secretstore  create_credential  - wallet $TNS_ADMIN/wallet \

- pwd LAB42SOUG - connect_string  LABPDB1 - username soug_test

- password manager

orapki  secretstore  list_credentials  - wallet $TNS_ADMIN/wallet - pwd 

LAB42SOUG



Deprecation Enterprise User Security (EUS) 

ÁEnterprise User Security (EUS) has been deprecated

ÁNo hurry, it will not be removed immediately

ÁConsider next upgrade wisely 

ÁAlong this mkstore is deprecated as well

Ámkstore functionality has been added to orapki

Alternatives?

ÁOracle Centrally Managed Users (CMU)

ÁΧ ŘƻŜǎ ƴƻǘ ǊŜǉǳƛǊŜ ŀƴ ŀŘŘƛǘƛƻƴŀƭ hǊŀŎƭŜ ŘƛǊŜŎǘƻǊȅ

ÁΧ ŜƴŀōƭŜǎ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ ǳǎŜǊǎ ŘƛǊŜŎǘƭȅ ƛƴ a{ !5

ÁΧ ŘƻŜǎ ƴƻǘ ǊŜǉǳƛǊŜ ŀƴ ŀŘŘƛǘƛƻƴŀƭ ƭƛŎŜƴǎŜ ōǳǘ

ÁΧ {ǳǇǇƻǊǘŜŘ ƻƴƭȅ ōȅ hǊŀŎƭŜ 9ƴǘŜǊǇǊƛǎŜ ƻǊ CǊŜŜ 9Řƛǘƛƻƴ

ÁNew Microsoft Azure Active Directory Users for Oracle Databases

Lǘ ƛǎ ǘƛƳŜ ǘƻ ǎŀȅ ƎƻƻŘōȅΧ
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Multi -Factor Authentication for Oracle Database

ÁNative Multi -Factor Authentication (MFA) support

ÁIntegrates with OCI Identity Domains (IAM)

ÁAdds a second authentication factor to database login

ÁDoes work for Cloud and on-premises databases as of Oracle Database 19.28 (July 2025)

ÁSupports TOTP authenticator apps. Ok the Oracle Authentication App J

ÁProtects privileged and administrative database accounts

ÁStill have a few limitations:

ÁCan not be combined with CMU

ÁAdmin connections using external password file

ÁRole passwords

Stronger authentication for database access
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Database Login with MFA

ÁUser connects to the database client (SQL*Plus, SQLcl, tools)

ÁDatabase redirects authentication to OCI Identity Domain

ÁIdentity Domain validates password

ÁMFA challenge is triggered

ÁUser confirm MFA request

ÁDatabase session is established

Authentication flow with OCI Identity Domains
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Example Configuration

ÁUser mapped to OCI IAM identity

ÁAuthentication managed by Identity Domain

ÁMFA policy configured in IAM

ÁDatabase trusts IAM authentication

Enabling MFA authentication for a database user
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ALTER SYSTEM SET MFA_OMA_IAM_DOMAIN_URL ='https:// idcs ...oraclecloud.com';

ALTER SYSTEM SET MFA_SMTP_HOST ='smtp.email.eu - zurich -

1.oci.oraclecloud.com';

ALTER SYSTEM SET MFA_SMTP_PORT = 587;

ALTER SYSTEM SET MFA_SENDER_EMAIL_ID =" labdb.cdbfree@oradba.ch "; 

ALTER SYSTEM SET MFA_SENDER_EMAIL_DISPLAYNAME = 'LAB DB Admin';



Demo: Database Login with MFA

ÁConnect to the database client

ÁEnter database password

ÁMFA challenge appears

ÁConfirm the Login Request in Authenticator App

ÁDatabase session is established

ÁA few notes:

ÁNew column MFA in dba_users

ÁNew USERENV Variable 
MULTIFACTOR_AUTHENTICATION_METHODS

ÁConfiguration based on DB, PDB Level => highly 
flexible

Authenticating with password and verification code
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