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Modern Data Platforms
VISON & MISSION

WHY?We are the game changer for our client's data
platform projects

HOW?Maximum automation, maximum efficiency,
maximum quality!

WHAT AWe build innovative data platforms based on
our blueprints and licensable assets and tools.

Tools and
Blueprints

Key enabler for the
implementation of modern
data platforms at a high
speed and quality.

Continuous
Optimization

Tools and Blueprints are
continuously optimized to

3 key benefits

1 Architecture expertise from
handson projects

2 Delivery of tailormade data
platforms

3 Integrated TeamsLike a
rowing team, perfect
alignment and interaction.

Expertise & Light
Towers

Expert group for modern
data platforms from

0KS Odzad 2 YSNI Iy RchhihBngpeOdntian

needs.
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SQL Firewall

A new approach to
protect your data.

Introduction

SQL Firewall

CLI Management

GUI Management

Reporting, Audit and Alerts

Licensing

Challanges

Conclusion
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Introduction Database Security?



SQL Injection

Exploits of a Mom

HI, THIS 15

YOUR SONG SCHOOL.
WERE HAVING S0ME
(OMPUTER TROUBLE.

K%W

xkcd https://xkcd.com/327

>

OH, DEAR - DID HE
BREAK SOMETHING?

IN F\‘L-.FP.‘r’ /

S

DID YOU REALLY
NAME YOLR SON
Robert'); DROP
TRBLE Students; -~ 7

~ OH. YES UTTLE
BOBRY TABRLES,
WE CALL HIM.

WELL, WE'VE LOST THIS

YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND I HOPE
~~ YOUVE LEARNED
TO SANMZE YOUR
DATABASE INPUTS.



https://xkcd.com/327

The Security Challenges of a Database
¢tKS RANI&@ R21 SyX

A Access Bypas$Jnpatched or misconfigured database vulnerabilities.
A Privilege AbuseExploiting application vulnerabilities for higher access.
A Sensitive Data Searchn unprotected systems and databases.

A Credential Theft Via phishing, social engineering, or malware.

Memory
Access

A System BridgingUsing less secure systems to target secure ones.

| Likrwy Cache

A Password ExploitationGuessing or poor management.
A SQL InjectionManipulating user input to exploit applications.
A Rogue AccountsFor reconnaissance and access escalation.

Ve

A Non-Production Data RisksTargeting less secure dev/test
environments.

A Unencrypted Data Exposuré\ccessing or stealing files
from disk or backups.

>

/J;;P:eol Database

-

v
Hocker il
. _ De_ve,lope,r
C|SYSTEM | TEMP BBA
. []SYSAUX [ DATA
Datafile Tjuvbo  []sEcReT |
S~ Access to the instance
AQQE_SS T s protected Threlgh
database Autientication,
RMAN Backup Autorisation and Auoh‘t:nﬁ
. EEEEE|
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But we already have Iit, don't we?

Some kind of SQL firewall functionality

A Support awide rangeof targets / databases

scorT

Oracle Audit Vault and Database Firewall A Dedicated Product for central Audit Management and
I e Reporting

ﬁ:ﬁ?fjtiii <o A Two main Features

- - ’°" A Audit Vault Serveto control, manage, report

@ [o] ¢ i — A Database Firewallo monitors data access, enforces
;g- - — R access policies

>
R,
 blocked «

e =2 Appliamce J-—

g J Audit Vault
B = Swef

Security E y ‘

Adwin — (©) 00 o

ReP‘-’f'ts MO'\?tOﬁng E E »-.;:

A Oracle Database

A Microsoft SQL Server

A MySQL, PostgreSQL, MongoDB, IBM DB2
A Able tolog andblockdatabase activities

A Dedicatelnfrastructure
A Requires corresponding system architecture
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But we already have Iit, don't we?

Alternative solutions from thirgbarty providers

Database Activity Monitoring

_________________________________ .

I

Classified Database I

R s T !

S P '

Classified Data RS |

wAnE PASSLORD o l
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T DB Adwin'
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TEM |

I
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I
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C hen‘ts and

Applicod’.ions

Appliance_ g
g

DI Database
Ac'tivrty Monitoring

DB Adwin
= @ %O
Q0 c

Secuh‘ty

Adlmin

A Various Solutions
A Imperva SecureSphere
A IBM Guardium

A TrellixDatabase Security, McAfee DASENtrigo
Hedgehog

A Various Solution Approaches
A Network Appliance
A Agent based
A Able tolog andblockdatabase activities
A Support awide rangeof targets / databases
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SQL Firewall Overview

Anomaly and SQL Injection blocking and detection

A& [ S I Hadf dieénts and applications work with the
database

A Supports bottpermissive(logging only) anénforcing
(logging and blocking) modes.

A Anomalies or SQL injection attempts are handled
before any otheractionis taken

A The SQL firewall mmbeddedin saL

Command!
the database and cannot be bypassed. : —
Direct User

} Regulr sQLl
Applica‘tiow > Processing :
| L 77, :
® | .- / '
Commands Il Unauthonized |
— V) saL [
i b | Violation |
- - 00 Y e R T R I T Log I
[/ L5104 s s i 4 nah st ek i i e 4o i) i 1 e b i 4
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SQL Firewall Overview

What exactly is it about?

RealTimeProtection

A Blocks unauthorized SQL and preventing
SQL injection and access anomalies

CustomizableAllowLists

A Create specific SQL permissions for each user,
with logging of unusual activities

Connectionand StatementControl

=

MMMMM

Direct User

Apphcatiov\

(D

\&F/

mmmmm

Authorized

ﬁy\

b
SQLY)

A

7

Unawuthorized
SQL

A Managesallowed SQLstatementsandconnectionpaths, e.g. IP addresses, context etc.

Integratedinto Oracle Database

A Ensures inspection of all SQL activities, including encrypted and network SQL

Flexible PolicyApplication

A Tailored policies for different database accounts, enhancing gradual security improvement

>
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Navigating SQL FirewallProcesses

Understanding the Mechanics and Strategies for Optimal Deployment

LearningStage ProtectingStage
A Capturethe user's SQL activities A Enablethe allowlist
A Reviewthe capture A Monitor violations SQL Firewall raises violation for any

A Generatean allowlist unexpected access patterns.

CaP'C ure SQL Generate
Ac‘t?v?tt/ Review Allow-List

> Copyright © 2024 Accenture. All rights reserved. 15



SQL Firewall Roles

Who should / can do what?

Dedicatedroles for different purpose

A SYSDBAasic configuration and setup

A SQL_FIREWALL_ADMIN
A ADMINISTER SQL FIREWALL system privilege
A EXECUTE privilege on the DBMS_SQL_FIREWALL PL/SQL package
A SELEQTrivilege for the SQL Firewdikctionary views -
A DBA_SQL_FIREWALL

’—Q\/SYSDBA

A SQL_FIREWALL VIEWER -
A SELEGrivilege for the SQL Firewalittionary { (D st | ot st (] Mt 5554
views e.gDBA_SQL_FIREWALL_ 5 oo ] ¥/ (-gJMIAM
7 b j [ é""ZZZ;}:; """"" ] “M "

............................................

e
LSQLIC ati &
teitaie

............................... -— Py gy g gy [
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Navigating SQL FirewallUsage

CLI or GUI you choose...

SQL Interfacdor the brave DBA
A System PrivilegeDMINISTER SQL FIREWALL
A Predefined Roles
A SQL_FIREWALL_ADMIN
A SQL_FIREWALL VIEWER
A Data Dictionary Views
A Violation LodoBA SQL FIREWALL_VIOLATIONS

A CaptureLogDBA_SQL_FIREWALL CAPTURE_LOGS

A A couple moreDBA_SQL_FIREWALL %

A Several base table in SYSAUX i.e.
FW_CAPTURES, FW ALLOW LISTS,

VI OLATI ON_LOGS$, e

>

Oracle Data Safen Oracle Cloud
A Manage multiple SQL Firewalls centrally
A Comprehensive view of SQL Firewall violations

Data Safe » Security center » SQL Firewall

SQL Firewall in Compartment

SQL Firewall provides real-time protection against common database attacks by restricting database access to only authorized SQL statements/connections.

Security center

ﬂ SQL Firewall protection is available for Oracle Database 23c and above.

SQL Firewall violations Last 1 week  SQL Firewall enforcement mode SQL collections

2.5K

Activity auditing

15 16 17 18 19 20 21
ep 2023
SQL VIOLATION W BLOCK:2 W OBSERVE: 1 B COMPLETED: 4 ™ DELETED: 1
Target summary Violation summary
SQL Firewall status
Target database Collecting @ Blocked @
2 HRApps @ Enabled - 2
Copyright © 2024 Accenture. All rights reserved. 17



Beyond the BasicsSQL Firewall Insights

Key Considerations and Advanced Knowledge

Smooth integration with other Oracle products
A Multitenant Environmentboth the CDB root and the individual PDB levels are affected
A Oracle Centrally Managed Use@sl LJi dzNB 3t 201 f dzaSNXQa | OGAQGAGASE
A Oracle Schedulgpbs are excluded by default
A Oracle Database Vauttot verified
A Oracle Data Pumjgxport and Import supports different use cases
A Export and import SQL Firewall captures and allets metadata e.JNCLUDE=SQL_FIREWALL

A Consider Proceduré8BMS_SQL_FIREWALL.EXPORT ALLOW_LIS®r
DBMS_SQL_FIREWALL.IMPORT_ALLOW_LISTo transfer allowlist

> Copyright © 2024 Accenture. All rights reserved. 18



fDBMS SOL FIREWALL
CLI Management %??iroewall mana%e_ment



SQL FirewaH Quick start

Short Journey through the SQL Firewall Configuration

A Connect as user witBQL_FIREWALL_ADMINrole
A Enable SQL Firewall

EXEC DBMS_SQL_FIREWALL.ENABLE;

A Check the status of the SQL Firewall
SELECT * FROM dba_sql _firewall status ;

STATUS STATUS_UPDATED_ON EXCLUDE_JOBS

ENABLED 21.11.23 06:30:01.430118000 +01:00 Y

> Copyright © 2024 Accenture. All rights reserved. 20



SQL FirewaH Quick start

Short Journey through the SQL Firewall Configuration

A Enable a capture for the user SCOTT

BEGIN
DBMS SQL FIREWALL.CREATE_CAPTURE (
username =>'SCOTT,
top_level only => TRUE,
start_capture => TRUE);
END;
/

A Verify what SCOTT is doing

SELECT sqgl_text FROMdba_sql firewall capture logs

WHERE username = 'SCOTT"

>
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SQL FirewaH Quick start

Short Journey through the SQL Firewall Configuration

A Disable capture for user SCOTT
EXEC DBMS SQL FIREWALL.STOP_CAPTURE ('SCOTT);

A Generate an allovist for user SCOTT
EXEC DBMS SQL FIREWALL.GENERATE_ALLOW _LIST ('SCOTTY;

A Query the allowed activity for user SCOTT
ADBA _SOL_FIREWALL ALLOWED IP_ADDR
ADBA SOL FIREWALL ALLOWED OS PROG
ADBA SOL FIREWALL ALLOWED OS USER
ADBA SOL FIREWALL ALLOWED SOL

Copyright © 2024 Accenture. All rights reserved.
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SQL FirewaH Quick start

Short Journey through the SQL Firewall Configuration

A Customize the allovlist e.g.DBMS_SQL_FIREWALL.ADD ALLOWED CONTEXW
DBMS SQL FIREWALL.DELETE_ALLOWED CONTEXT

A Enable the allowist usingDBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST

BEGIN
DBMS SQL FIREWALL.ENABLE ALLOW_LIST (
username =>'SCOTT',
enforce => DBMS_ SQL FIREWALL.ENFORCE_SQL,
block => TRUE);
END:;

/

Ve ~ pd Vd ~ A

A{GI NI KIFI@AYy3I Fdzy 6AGK GKS LINRPGSOGSR 5FdFolasx
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SQL Firewal Quick start

Short Journey through the SQL Firewall Configuration

A Limited availability of SCOTT

SQL> SELECT ename,sal FROMscott.emp WHEREename='SCOTT";

SELECT ename,sal FROMscott.emp WHEREename='SCOTT"

*

ERROR at line 1:
ORA 47605: SQL Firewall violation

A Chooses wisely what and when to capture application activity

Copyright © 2024 Accenture. All rights reserved.
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GUI Management

Managing SQL Firewall via GUI

A Oracle Data Safanifies data security controls for comprehensive database security

A Cloud / OCI based tool

A Control Cloud and GRremises Targets s Lz
A CentrallManagement and Reporting Platform

Security controls Total target databases: 1 (7)
A, Risk A
User accounts Authorization control Auditing Encryption
z -
A A u d It M an ag e m e nt Password Authentication: 1 Database Vault: 0 Unified Audit: 1 Network Encryption: 0
Global Authentication: 0 Privilege Analysis: 0 Fine Grained Audit: 0 Tablespace Encryption: 0
External Authentication: 0 Traditional Audit: 1 Column Encryption: 0

A Sensitiv Data Discovery
A SQL Firewall e
A Hc.

Data discove ry. Top 5 targets

> Copyright © 2024 Accenture. All rights reserved. 26



Enable SQL Firewal

Initial Configuration

= ORACLE Cloud Search resources, services, documentation, and Marketplace Switzerland North (Zurich) v Q @ @ g

Data Safe » Security center» SQL Firewall » Configuration details

SQL Firewall is disabled for the target DBSeclabs_DB23ai-freepdb1.

DatabaseSecurityConfig1718622119677
Refresh Move resource Add tags

Database security configuration information Tags
ACTIVE . i
General information Target database
Name: DatabaseSecurityConfig1718622119677 ¢ Name: DBSeclabs_DB23ai-freepdb1
Description: Database security configuration for target: DBSeclabs_DB23ai- SQL Firewall status: @ Disabled Enable
freepdb1 &

Status updated time: Mon, 17 Jun 2024 11:07:29 UTC

OCID: ...3zskng Sh C
ARG L Auto-purge violation logs: Off Turn on

Compartment: oradbaace (root)/Lab p
Database jobs: Excluded Include @

Created time: Mon, 17 Jun 2024 11:01:59 UTC
Last refresh time: Mon, 17 Jun 2024 11:02:10 UTC Refresh

Updated time: Mon, 17 Jun 2024 11:07:34 UTC
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Initiate Collection

[GFNG {v] /2tt800GA2y (2 &[SI NYé
Refresh = Move resource = Add tags

Create and start SQL collection

Create and start SQL collection for the selected database user.

Database user (,

cC O O O

EMPLOYEESEARCH_PROD

<>

SQL collection level ()
S © User issued SQL commands

User issued SQL commands and SQL commands issued inside PL/SQL units

Create and start SQL collection Close

Showing Oitems < 1of1 >
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Collection Insights

{GFNI {v] /2tt80GA2y (2 4

COLLECTING

Session context type

Client IP

Client OS user

Client program

SQL collection information

SqlCollection_202406171115

Start Generate firewall policy Purge More actions v

SQL collection insights Tags

Unique SQL statements (7)
12
10 | |
8
6
4
2
0 —m | | | | | |
13 20 27 3 10 17
May 2024 Jun

Session context value (7)
10.0.0.150
oracle

JDBC Thin Client

<>

Refresh Last 1 month
insights

Client IP

M Clie

0 [} o 0o o

13 20 27 3 10 17
May 2024 Jun
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Generate Firewall Policy

Review and define what to be protected

SqlCollection_202406171115

Stop lGenerate firewall policy‘ Purge More actions v

SQL collection information SQL collection insights Tags

COMPLETED Unique SQL statements ()
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SQL Firewalt Overview

Status on the SQL Firewall
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