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3 membership tiers

Connect: @oracleaceFacebook.com/OracleACEsaceprogram_ww@oracle.com

450+ technical experts 

helping peers globally

The Oracle ACE Program recognizes and 
rewards community members for their technical and community 
contributions to the Oracle community

Nominate 

yourself or someone you know:

ace.oracle.com/nominate
For more details on Oracle ACE Program: 
ace.oracle.com
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3 key benefits
1 Architecture expertise from 
hands-on projects

2 Delivery of tailor-made data 
platforms

3 Integrated Teams - Like a 
rowing team, perfect 
alignment and interaction.

Tools and 
Blueprints

Key enabler for the 
implementation of modern 
data platforms at a high 
speed and quality.

Continuous 
Optimization

Tools and Blueprints are 
continuously optimized to 
ǘƘŜ ŎǳǎǘƻƳŜǊ ŀƴŘ ǇǊƻƧŜŎǘΩǎ 
needs. 

Expertise & Light 
Towers

Expert group for modern 
data platforms from 
technical implementation 
to project management 
and organization

Modern Data Platforms
VISON & MISSION

WHY? We are the game changer for our client's data 
platform projects

HOW? Maximum automation, maximum efficiency, 
maximum quality!

WHAT? We build innovative data platforms based on 
our blueprints and licensable assets and tools.
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A new approach to 
protect your data.

SQL Firewall Introduction

SQL Firewall

CLI Management

GUI Management

Reporting, Audit and Alerts

Licensing

Challanges

Conclusion

1

2

3

4

5

6

7

8

5



Introduction

1
What about the 
Database Security?
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SQL Injection

Exploits of a Mom
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xkcd: https://xkcd.com/327
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The Security Challenges of a Database

ÁAccess Bypass: Unpatched or misconfigured database vulnerabilities.

ÁPrivilege Abuse: Exploiting application vulnerabilities for higher access.

ÁSensitive Data Search: In unprotected systems and databases.

ÁCredential Theft: Via phishing, social engineering, or malware.

ÁSystem Bridging: Using less secure systems to target secure ones.

ÁPassword Exploitation: Guessing or poor management.

ÁSQL Injection: Manipulating user input to exploit applications.

ÁRogue Accounts: For reconnaissance and access escalation.

ÁNon-Production Data Risks: Targeting less secure dev/test
environments.

ÁUnencrypted Data Exposure: Accessing or stealing files
from disk or backups.

¢ƘŜ ŘƛǊǘȅ ŘƻȊŜƴΧ
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Maximal Database Security Architecture

Security Features to protect the Data
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But we already have it, don't we?

ÁDedicated Product for central Audit Management and 
Reporting

ÁTwo main Features

ÁAudit Vault Server to control, manage, report

ÁDatabase Firewall to monitors data access, enforces 
access policies

ÁSupport a wide range of targets / databases

ÁOracle Database

ÁMicrosoft SQL Server

ÁMySQL, PostgreSQL, MongoDB, IBM DB2

ÁAble to log and block database activities

ÁDedicate Infrastructure

ÁRequires corresponding system architecture

Some kind of SQL firewall functionality
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Oracle Audit Vault and Database Firewall



But we already have it, don't we?

ÁVarious Solutions

ÁImperva SecureSphere

ÁIBM Guardium

ÁTrellix Database Security, McAfee DAM, Sentrigo 
Hedgehog

ÁVarious Solution Approaches

ÁNetwork Appliance

ÁAgent based

ÁAble to log and block database activities

ÁSupport a wide range of targets / databases

Alternative solutions from third-party providers
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Database Activity Monitoring



SQL Firewall

2
Enhancing Database 
Protection
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SQL Firewall Overview

Áά[ŜŀǊƴǎέ how clients and applications work with the 
database

ÁSupports both permissive (logging only) and enforcing 
(logging and blocking) modes. 

ÁAnomalies or SQL injection attempts are handled 
before any other action is taken

ÁThe SQL firewall is embedded in
the database and cannot be bypassed.

Anomaly and SQL Injection blocking and detection
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SQL Firewall Overview

Real-Time Protection

ÁBlocks unauthorized SQL and preventing 
SQL injection and access anomalies

Customizable Allow-Lists

ÁCreate specific SQL permissions for each user,
with logging of unusual activities

Connection and Statement Control

ÁManages allowed SQL statements and connection paths, e.g. IP addresses, context etc.

Integrated into Oracle Database

ÁEnsures inspection of all SQL activities, including encrypted and network SQL

Flexible Policy Application

ÁTailored policies for different database accounts, enhancing gradual security improvement

What exactly is it about?
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Navigating SQL Firewall ς Processes

Learning Stage

ÁCapture the user's SQL activities

ÁReview the capture

ÁGenerate an allow-list

Protecting Stage

ÁEnable the allow-list

ÁMonitor violations SQL Firewall raises violation for any 
unexpected access patterns.

Understanding the Mechanics and Strategies for Optimal Deployment
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SQL Firewall Roles

Dedicated roles for different purpose

ÁSYSDBA basic configuration and setup

ÁSQL_FIREWALL_ADMIN

ÁADMINISTER SQL FIREWALL system privilege

ÁEXECUTE privilege on the DBMS_SQL_FIREWALL PL/SQL package

ÁSELECTprivilege for the SQL Firewalldictionary views

ÁDBA_SQL_FIREWALL_*

ÁSQL_FIREWALL_VIEWER

ÁSELECTprivilege for the SQL Firewalldictionary
views e.g. DBA_SQL_FIREWALL_*

Who should / can do what?
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Navigating SQL Firewall ς Usage

SQL Interface for the brave DBA

ÁSystem Privilege ADMINISTER SQL FIREWALL

ÁPredefined Roles

ÁSQL_FIREWALL_ADMIN

ÁSQL_FIREWALL_VIEWER

ÁData Dictionary Views

ÁViolation Log DBA_SQL_FIREWALL_VIOLATIONS

ÁCapture Log DBA_SQL_FIREWALL_CAPTURE_LOGS

ÁA couple more DBA_SQL_FIREWALL_%

ÁSeveral base table in SYSAUX i.e. 
FW_CAPTURE$, FW_ALLOW_LIST$, 

VIOLATION_LOG$, é

Oracle Data Safe on Oracle Cloud

ÁManage multiple SQL Firewalls centrally

ÁComprehensive view of SQL Firewall violations

CLI or GUI you choose...
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Smooth integration with other Oracle products

ÁMultitenant Environment both the CDB root and the individual PDB levels are affected

ÁOracle Centrally Managed Users ŎŀǇǘǳǊŜ Ǝƭƻōŀƭ ǳǎŜǊΩǎ ŀŎǘƛǾƛǘƛŜǎ ƛǎ ǎǳǇǇƻǊǘŜŘ

ÁOracle Scheduler jobs are excluded by default

ÁOracle Database Vault not verified

ÁOracle Data Pump Export and Import supports different use cases

ÁExport and import SQL Firewall captures and allow-lists metadata e.g. INCLUDE=SQL_FIREWALL

ÁConsider Procedures DBMS_SQL_FIREWALL.EXPORT_ALLOW_LIST or 
DBMS_SQL_FIREWALL.IMPORT_ALLOW_LIST to transfer allow-list

Beyond the Basics - SQL Firewall Insights

Key Considerations and Advanced Knowledge
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CLI Management

3
Use of DBMS_SQL_FIREWALL 
for firewall management
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SQL Firewall - Quick start

ÁConnect as user with SQL_FIREWALL_ADMIN role

ÁEnable SQL Firewall

Short Journey through the SQL Firewall Configuration
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ÁCheck the status of the SQL Firewall

EXEC DBMS_SQL_FIREWALL.ENABLE;

SELECT * FROM dba_sql_firewall_status ;

STATUS   STATUS_UPDATED_ON                  EXCLUDE_JOBS

--------  ----------------------------------  ------------

ENABLED  21.11.23 06:30:01.430118000 +01:00 Y 



SQL Firewall - Quick start

ÁEnable a capture for the user SCOTT

Short Journey through the SQL Firewall Configuration
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ÁVerify what SCOTT is doing

BEGIN

  DBMS_SQL_FIREWALL.CREATE_CAPTURE (

    username         => 'SCOTT',

    top_level_only    => TRUE,

    start_capture     => TRUE);

END;

/

SELECT sql_text  FROM dba_sql_firewall_capture_logs

WHERE username = 'SCOTT';



SQL Firewall - Quick start

ÁDisable capture for user SCOTT

Short Journey through the SQL Firewall Configuration
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ÁGenerate an allow-list for user SCOTT

EXEC DBMS_SQL_FIREWALL.STOP_CAPTURE ('SCOTT');

EXEC DBMS_SQL_FIREWALL.GENERATE_ALLOW_LIST ('SCOTT');

ÁQuery the allowed activity for user SCOTT

ÁDBA_SQL_FIREWALL_ALLOWED_IP_ADDR

ÁDBA_SQL_FIREWALL_ALLOWED_OS_PROG

ÁDBA_SQL_FIREWALL_ALLOWED_OS_USER

ÁDBA_SQL_FIREWALL_ALLOWED_SQL



SQL Firewall - Quick start

ÁCustomize the allow-list e.g. DBMS_SQL_FIREWALL.ADD_ALLOWED_CONTEXT and 
DBMS_SQL_FIREWALL.DELETE_ALLOWED_CONTEXT

ÁEnable the allow-list using DBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST

Short Journey through the SQL Firewall Configuration
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Á{ǘŀǊǘ ƘŀǾƛƴƎ Ŧǳƴ ǿƛǘƘ ǘƘŜ ǇǊƻǘŜŎǘŜŘ 5ŀǘŀōŀǎŜΧ

BEGIN

  DBMS_SQL_FIREWALL.ENABLE_ALLOW_LIST (

    username       => 'SCOTT',

    enforce        => DBMS_SQL_FIREWALL.ENFORCE_SQL,

    block          => TRUE);

END;

/



SQL Firewall - Quick start

ÁLimited availability of SCOTT

Short Journey through the SQL Firewall Configuration

24

SQL> SELECT ename,sal  FROM scott.emp   WHERE ename='SCOTT';

SELECT ename,sal  FROM scott.emp   WHERE ename='SCOTT'

                            *

ERROR at line 1:

ORA- 47605: SQL Firewall violation

ÁChooses wisely what and when to capture application activity



GUI Management

4
Effective Administration 
through Oracle Data Safe
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GUI Management

ÁOracle Data Safe unifies data security controls for comprehensive database security

ÁCloud / OCI based tool

ÁControl Cloud and On-Premises Targets

ÁCentrall Management and Reporting Platform

ÁRisk Assessments

ÁAudit Management

ÁSensitiv Data Discovery

ÁSQL Firewall

ÁEtc.

Managing SQL Firewall via GUI
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Enable SQL Firewal

Initial Configuration
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Initiate Collection

{ǘŀǊǘ {v[ /ƻƭƭŜŎǘƛƻƴ ǘƻ ά[ŜŀǊƴέ

28



Collection Insights

{ǘŀǊǘ {v[ /ƻƭƭŜŎǘƛƻƴ ǘƻ ά[ŜŀǊƴέ
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Generate Firewall Policy

Review and define what to be protected
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SQL Firewall ς Overview

Status on the SQL Firewall
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